	Image Name
	Function
	Recommendation - Keep?Y/N

	AcroTray.exe
	Adobe Acrobat Distiller helper application
	 

	acsd.exe
	AOL Connectivity Service. 
	Background task introduced with version 9.0 of AOL and which supposedly reconnects you to AOL if you lose your connection while online.  It runs as a task in Win9x/ME, and as a service under WinNT4/2000/XP/2003.

	agentsvr.exe
	Microsoft Agent Server.
	An ActiveX control which software developers can use to add character animation to their software or web pages, text to speech facilities, or end-user voice commands capability.  In layman terms it is Microsoft software which other programmers can use to talk to you, display a talking animated character, or listen to voice commands from you.  The most famous of those animated characters is that "paper clip" Microsoft Office assistant which most users turn off. Recommendation : If it is running in your Task List then it is because some software you are using requires it.  Leave alone.

	aim.exe
	AOL Instant Messenger
	Leave alone

	ALCXMNTR.EXE
	RealTek AC97 Audio - Event Monitor
	Leave alone

	alg.exe
	Application Layer Gateway service. This is used to provide network access to any program, including the operating system. It is not wise to end this program in task manager, as you will lose all internet connectivity until next restart or login.
	Leave alone

	aolacsd.exe
	AOL Connectivity Service.  Background task introduced with version 9.0 of AOL and which supposedly reconnects you to AOL if you lose your connection while online.  It runs as a task in Win9x/ME, and as a service under WinNT4/2000/XP/2003.
	AOL Connectivity Service.  Background task introduced with version 9.0 of AOL and which supposedly reconnects you to AOL if you lose your connection while online.  It runs as a task in Win9x/ME, and as a service under WinNT4/2000/XP/2003. Update (16-Jul-2004) :   from our records, sometime in March 2004 AOL finally fixed the worst problems with this task in AOL 9.0 Optimized and in the process gave it a new name too – AOLACSD.EXE. 

	ati2evxx.exe
	ATI External Event Utility EXE Module
	ati2evxx.exe is the ATI External Event Utility for your ATI display drivers. It manages the ATI Hotkey feature. This process can be removed to free up resources. This is installed as a service so you'll need to do the following to disable: Start --> Run --> services.msc Find ATI Hotkey Poller and double click it. Change the startup type to disabled 

	atiptaxx.exe
	Traybar process for your ATI graphics card drivers
	It's basically just that little ATI icon in the tray at the bottom right. You don't need to have this running unless you like something that it provides. I don't so I disable this. To turn it off go to Display Properties -> Settings -> Advanced -> Options and uncheck the box for Enable ATI taskbar icon application . 

	CCAPP.EXE
	Part of Norton AntiVirus 2003. Auto-protect and E-mail check will not function without this
	YES

	CCEVTMGR.EXE
	Common Client Event Manager Service for Norton AntiVirus 2003/4, Norton Personal Firewall 2003/4, and Norton Internet Security 2003/4.  This task is responsible for keeping track of all events that are occurring within the above products and then writing the details of those events to the Activity Log.  The end-user can view the Activity Log through the Reports section.
	YES

	ccpxvsvc.exe
	Common Client Proxy Service - Background task associated with Norton Personal Firewall 2003/4 and Norton Internet Security 2003/4 in Windows 2000/XP.
	 

	CCSETMGR.EXE
	Task introduced in the 2004 edition of Norton’s security products (AntiVirus, Personal Firewall, Internet Security).  We do not yet know what this task does.
	 

	cdac11ba.exe
	Background task which is an integral part of MacroVision’s SafeCast copy protection software (software which enables other software manufacturers to protect their products from illegal copying).  SafeCast is used in many products such as Intuit’s TurboTax (from version 2002 onward) and quite a few games.
	This program gets installed with Turbotax, but continues running in the background and consuming system resources even after you uninstall Turbotax.  Go to http://www2.turbotaxsupport.com/default.asp?platform=1&formName=&pd=&fs=&ver=&sku=&id=&oi=&DocID=836 for information on how to uninstall this program.

	cidaemon.exe
	Microsoft Indexing Service (2000/XP).  The Indexing Service is a background process which catalogues files so that you can then do searches for any piece of text across your entire file system, or across a specific range of folders.
	This program by default always runs in the background and can slow down your computer.  Unless you do a lot of "needle in a haystack" searches, you don't need it.  To shut the service off, right slick on My Computer, select manage, click on Services And Applications, Services and then scroll down to Indexing Service and double-click on this line.  Set startup type to disabled.

	cisvc.exe
	Content Index Service first seen in Windows 2000 Server with Microsoft Index Service 3, and then in Windows XP.  CISVC is a safeguard process which monitors the memory consumption of CIDAEMON above.  If CIDAEMON exceeds 40Mb of memory usage, CISVC automatically terminates CIDAEMON and then restarts it.  This mechanism prevents the PC/Server from reaching a low memory situation and a resulting slow down in processing.
	Content Index Service first seen in Windows 2000 Server with Microsoft Index Service 3, and then in Windows XP.  CISVC is a safeguard process which monitors the memory consumption of CIDAEMON above.  If CIDAEMON exceeds 40Mb of memory usage, CISVC automatically terminates CIDAEMON and then restarts it.  This mechanism prevents the PC/Server from reaching a low memory situation and a resulting slow down in processing.

	cmesys.exe
	Gator Spyware program
	Use the attached AdAware Program to wipe this one out.

	ComboButton.exe
	Dantz Retrospect Backup
	 

	compaq-rba.exe
	Compaq Advisor
	These files generate some kind of server or servlet that attempts to connect with Compaq online. They are like Trojans, but fairly harmless. They send information on the "Compaq Advisor/Compaq Message Screener" application that comes with every Compaq computer and provide feedback on how computer users use the Message Advisor. These messages appear occassionally and instruct and advise users on their computer and its use. They generally attempt to get you (these messages) to connect to Compaq's website. They may be safely disabled via (1) MSCONFIG or (2) Start -> Programs -> Compaq Advisor -> Advisor

	CopernicDesktopSearch.exe
	 
	 

	csrss.exe
	Windows NT4//2000/XP only.  CSRSS is the Client Server Runtime SubSystem.  CSRSS is started by SMSS.  When the user application makes a Win32 API call, it is usually CSRSS which communicates with the operating system’s Kernel to execute the API call.  CSRSS is also known as the Win32 Subsystem. Recommendation : An integral part of the operating system, leave alone.
	YES

	ctfmon.exe
	CTFMon comes with Microsoft Office XP – it activates the Alternative User Input Text Input Processor (TIP) and the Microsoft Office XP Language Bar.  As long as the Text Services & Speech are enabled in the Control Panel, this program will force itself back into your list of background programs. Recommendation :  Disable "Text Services & Speech" in the Control Panel if you are not using them.  Then, disable CTFMon using Startup Manager.  (Note that if you use Word, Excel or PowerPoint to write in different languages,  eg. English and Arabic, then you will be using "Text Services & Speech" facilities).
	 

	CTHELPER.EXE
	CTHELPER is a background task that is a plug-in manager for Creative drivers. The theory is that 3rd party manufacturers can use the CTHELPER plug-in interface to produce drivers, add-on features, and fixes that will integrate with a tighter fit with Creative’s sound drivers and utilities. Given its purpose CTHELPER would normally be classified as a "leave alone" background task.Unfortunately there are often problems with CTHELPER, most notably that it can use 100% of CPU time so it's best left disabled
	NO

	CTSVCCDA.EXE
	 
	 

	devldr32.exe
	 
	 

	dit.exe
	Drive Icon and Label Utility - assigns drive icons and names to flash memory cards. Required, otherwise the drives aren't found
	YES

	dpps2.exe
	Don’t Panic!  Popup control background task from Panicware.  Don’t Panic enables you to block those annoying popup advertising ads from displaying while you are browsing the Net. Recommendation : The use of Don’t Panic!, and its sister products from Panicware, can result in strange behaviour of your e-mail software (hyperlinks not working), or of Windows Explorer (new explorer windows not opening up).  Make sure therefore that you acquaint yourself properly with Panicware’s FAQ on their products so that you know what to do if you experience any of the above
	 

	ehmsas.exe
	Windows Media Center application
	 

	ehsched.exe
	Windows Media Center application
	 

	ehtray.exe
	Windows Media Center application
	 

	explorer.exe
	Microsoft Windows End User Interface
	  In a confusing way this refers to the Windows end-user interface :  the desktop, the Task Bar, the Start Menu, etc....   It is not to be confused with Windows Explorer which uses the same program file !! Recommendation : Vital !!  Leave untouched.

	gcasDtServ.exe
	 
	 

	gcasServ.exe
	 
	 

	gearsec.exe
	 
	 

	GIANTAntiSpywareMain.exe
	 
	 

	gmt.exe
	Gator Spyware program
	Use the attached AdAware Program to wipe this one out.

	hkcmd.exe
	Hot Key Command
	 

	hpgs2wnd.exe
	 
	 

	hpgs2wnf.exe
	part of Hewlett Packard Share2Web
	 

	hphmon05.exe
	Driver for Multi-card reader on HP PC
	 

	hpsysdrv.exe
	Keeps track of system recovery information. Safe to prevent from starting.
	 

	hpwuSchd2.exe
	part of Hewlett Packard Drivers.
	 

	iexplore.exe
	A common technique that spyware, adwares, viruses, keyloggers etc use to hide from users is to drop files on the system that use the same name as a legitimate file but in a different folder. SystemDir.iexplore is a warning that there is a file named iexplore.exe located in %SystemDir% on your system. The legitimate iexplore.exe file is located in "%ProgramsDir%\Internet Explorer\". You might want to analyse %SystemDir%\iexplore.exe to verify it is something that you really want on your system. Do not delete "%SystemDir%\iexplore.exe" unless you are 100% sure it is a threats.
	 

	ikr3.exe
	not found in Google/Yahoo searches
	 

	InCDsrv.exe
	InCD helper and integrates InCD into the file system. It will be loaded ready for use but shouldn't be using any processor cycles unless you are using InCD. 
	You can turn it off, by going into Windows Control Panel, Admin Tools, Services, and stopping it, then turn it the startup options from Automatic to Manual. This will disable InCD as a side affect. You can restart it again, and once you Log out and back in, InCD will be working again, but there isn't any need to do this. 

	jusched.exe
	Sun Java Update Scheduler
	 

	kbd.exe
	Multimedia keyboard manager. This software program makes one-touch keyboard buttons functional. Disable through the Keyboard icon inside Control Panel to make the one-touch keys useless. Normal 101 keys will still work. 
	 

	LEXBCES.EXE
	 
	 

	LEXPPS.EXE
	 
	 

	lsass.exe
	Microsoft Local Security Authentication Server
	Windows NT4/2000/XP only.  LSASS is the Local Security Authentication Server.  It verifies the validity of user logons to your PC/Server (in technical jargon :  it generates the process that is responsible for authenticating users for the Winlogon service). Recommendation : An integral part of the operating system, leave alone.

	ltmsg.exe
	part of Lucent Modem Drivers
	 

	LVComS.exe
	Driver for Logitech’s QuickCam Home cameras.  It allows the camera to be accessed by NetMeeting, Windows Movie Maker, and the QuickCam software. Recommendation : Leave alone if you use a Logitech QuickCam camera.
	YES

	mdm.exe
	Machine Debug Manager.  Windows 98/ME.  This is used purely by Technically Advanced Users and Developers, and in very specific cases at that.  It is not needed in most normal day-to-day uses of a PC. Recommendation : There is a bug with MDM where it will regularly create zero-length temporary files in the Windows folder and not delete them.  If you do not do regular housekeeping you can end up with hundreds of such files.  Disable, or best, delete using Startup Manager
	 

	mim.exe
	Music Match undocumented process.
	 

	mm_tray.exe
	mm_tray.exe is the tray bar process for MusicMatch Jukebox. It gives the user easy access to the MusicMatch Jukebox application and settings. This is a non-essential process. Disabling or enabling this is down to user preference.
	 

	MMDiag.exe
	mmdiag.exe is a process that belongs to the MusicMatch Jukebox. MusicMatch Jukebox is a multimedia application supporting most know media formats.
	 

	mmtask.exe
	 
	 

	msblast.exe
	WORM
	 

	msimn.exe
	This is the Microsoft Outlook Express 5/6 program.  Technically this is not a background task, and it should therefore not be listed on this page.  However, as we regularly receive reports of MSIMN showing up in the Task List even after Outlook Express has been closed down, we thought we would list it anyway. Recommendation : If you end up with MSIMN showing up in the Task Bar even after you have closed Outlook Express (sometimes you may even have more than one instance), then the problem may be caused by the McAfee antivirus software.  If you do have McAfee, then go to the McAfee website to download all software updates (as opposed to virus updates) for your version of McAfee VirusScan
	 

	msmsgs.exe
	MSN Messenger Service tray application. Recommendation : Disable or Delete with Startup Manager if you do not use the MSN Messenger Service
	 

	MsPMSPSv.exe
	 
	 

	MXOaldr.exe
	Maxtor AutoLoader.  Used for One Touch external drives.
	YES

	NAVAPSVC.EXE
	Norton AntiVirus Auto-Protect Service.  This is the Windows NT/2000/XP background Auto-Protect task (service) from Norton Anti-Virus which protects your PC as you are using it (if you have Auto-Protect turned ON). Recommendation  : Leave untouched  !
	 

	NAVAPW32.EXE
	Norton AntiVirus Auto-Protect for Windows 32-bit.  This is the Windows 95/98/ME background Auto-Protect task from Norton Anti-Virus which protects your PC as you are using it (if you have Auto-Protect turned ON). Recommendation  : Leave untouched  !
	 

	nisum.exe
	Application that collects all information about the traffic that passes through the Norton firewall.
	 

	ntvdm.exe
	When you start a 16-bit program on a computer running Windows NT, the Ntvdm.exe and Wowexec.exe processes start. After you quit the 16-bit program, the Ntvdm.exe and Wowexec.exe processes remain in memory. MORE INFORMATION This behavior is a design feature of Windows NT. The Ntvdm.exe and Wowexec.exe processes remain in memory in case you start another 16-bit program. Leaving the Windows-On-Windows (WOW) environment (which consists of the Ntvdm.exe and Wowexec.exe processes) in memory improves performance.  The WOW environment is not loaded when you start Windows NT. It is loaded when you first start a 16-bit program. 
	 

	nur0z.exe
	Trojan Horse?
	 

	nvcpl
	NVidia Control Panel Display Properties Extensions applet.  When it is running this startup and background task displays the additional NVidia-specific tabs when you go into "Display Properties" .  Through these tabs you can configure the advanced features of your NVidia or NVidia-based graphics cards, something you cannot do through Windows’ standard display configuration tabs.
	 

	nvsvc32.exe
	Application that is loaded to the system by NVIDIA graphics card drivers.
	 

	outlook.exe
	Your Email program
	An integral part of the Windows Operating System - leave alone

	packethsvc.exe
	Compuserve and AOL Virtual Adapter Service
	 If you do not use either CompuServe 2000 or AOL, then this task may be running purely because CompuServe 2000 came pre-installed with a new PC/Laptop you bought, in which case go to "Control Panel \ Administrative Tools \ Services" and set Virtual NIC Service to Manual

	pctspk.exe
	Modem driver
	Leave alone if you want to have access to the NVidia-specific display configuration tabs.  Also, if you have configured some of the advanced features, this task will need to always be running for those features to be implemented.  If you do not have an NVidia card, and this entry has remained after the de-installation of the NVidia drivers, delete this entry with  The Ultimate Troubleshooter.

	PhotoshopElementsDeviceConnect.exe
	 
	 

	PhotoshopElementsFileAgent.exe
	 
	 

	PQV2iSvc.exe
	part of PartitionMagic / DriveImage
	 

	PVSApp.exe
	Personal Video Station
	 

	PVSGuideUpdaterService.exe
	 
	 

	PVSLogService.exe
	 
	 

	qttask.exe
	Apple’s Quick Time Tray Icon which enables you to start Quick Time from the System Tray (from version 5 onward).  Given the extremely simple functionality provided, this Tray application is a resource hog in relative terms, as it has been measured to use as much as ¾ of a Megabyte of memory. Recommendation : Disable using Startup Manager.  You can start Quick Time through "Start \ Programs" or through double-clicking on a quicktime file.
	 

	rbcs.exe
	Registry compressor
	 

	realsched.exe
	An application Scheduler, known as "realsched.exe," is installed along with RealOne Player. Once installed, it runs independently of RealOne Player. The Scheduler does not collect personal information or communicate with RealNetworks servers. It is used to remind AutoUpdate and Message Center to perform their tasks at pre-scheduled intervals. The Scheduler is also used to automatically launch RealNetworks Media Type Helper. The Media Type Helper ensures the system is configured for correct operation of the RealOne Player with Multi-Purpose Internet Mail Extensions ("MIME") types, file extensions, Internet protocols and other media types. If a media type has been assigned a different action by a different application, Media Type Helper may override the association and substitute its own association consistent with RealNetworks policies regarding Ask-Tell-Help
	 

	retrorun.exe
	Part of Dantz Retrospect external hard drive backup software
	 

	sagent2.exe
	 
	The "Sagent2" is an environment check on the ports on your system. This can be disabled in "MSCONFIG" on the "Startup" tab without causing any issues on your computer. 1. Click on "Start", "Run" 2. Type in "MSCONFIG" and click on "OK" 3. Click on the "Startup" tab 4. Remove the check mark from "Sagent2" 5. Click on "Apply", then "OK" 6. Restart your computer 

	SAVSCAN.EXE
	Part of Norton AntiVirus Service
	 

	services.exe
	Windows NT4/2000/XP only.  This is the Services Control Manager which is responsible for starting, stopping, and interacting with system services. Recommendation : An integral part of the operating system, leave alone.
	 

	Serv-U32.exe
	FTP Server
	FTP server

	SERVUD~1.EXE
	FTP server
	 

	ServUDaemon.exe
	FTP Server
	 

	ServUTray.exe
	FTP Server
	 

	sgtray
	StorageGuard from Veritas. Free utility that integrates with Backup MyPC (formerly Backup Exec Desktop), Simple Backup and MS Backup. Provides system tray access and background monitoring - warning you of files that haven't recently been backed up. Required unless you backup manually on a regular basis or have scheduled backups
	YES

	shwicon2k.exe
	Multimedia card reader.
	 

	siService.exe
	 
	 

	siSpamFilterEngine.exe
	 
	 

	sm1bg.exe
	Background task installed by the drivers for USB based hard disks or other such storage devices (MP3 players, etc...).  Cypress Semiconductor is the OEM manufacturer who will have made the interface and written the driver for your USB storage device;  this will in turn have been packaged into the product that you bought (an OEM manufacturer is a manufacturer who builds products for other manufacturers to sell under their own badge – it is unlikely, therefore, that your USB storage device will bear the Cypress name).
	YES

	smss.exe
	Windows NT4/2000/XP only.  SMSS is the Session Manager SubSystem.  SMSS’s purpose is to start, manage, and delete user sessions (or client sessions under Terminal Server).  Under Terminal Server the management part includes dealing with the different subsystems (OS/2, Win32, POSIX) which a client session may wish to run. Recommendation : An integral part of the operating system, leave alone.
	 

	SnagIt32.exe
	Screen Capture Utility
	 

	spoolsv.exe
	Windows 2000/XP only.  This is the Spooler service which manages spooled fax and print jobs. Recommendation : An integral part of the operating system, leave alone.
	 

	SpySweeper.exe
	 
	 

	SSBatchProcessorService.exe
	 
	 

	svchost.exe
	Windows 2000/XP only.  SVCHOST is a generic process which acts as a host for other processes running from DLLs.  Depending on the configuration of your system there may be more than one instance of SVCHOST showing in the Task List. Recommendation : An integral part of the operating system, leave alone.
	 

	symlcsvc.exe
	Part of Norton AntiVirus Service
	 

	symwsc.exe
	part of Symantec internet security
	 

	System
	Windows NT4/2000/XP only.  A collective name for all operating system kernel threads. Recommendation : The Operating System !! Leave alone.
	 

	System Idle Process
	Windows NT4/2000/XP only.  This is a process which runs on each CPU in your PC/Server and whose sole purpose is to total up the amount of time when the processor is not doing anything.  In Task Manager (Task List) this process usually accounts for the majority of processor time. Recommendation : An integral part of the operating system, leave alone.
	 

	taskmgr.exe
	Task Manager
	The Windows NT4/2000/XP Task Manager.  This is the very Task Manager itself, the one that you brought up to see what background tasks were running !  In Windows 95/98/ME the Task List does not show up as a separate process when you press Ctrl+Alt+Del, but in Windows NT4/2000/XP the Task List is a separate process called the Task Manager in the shape of the TASKMGR.EXE and which runs permanently. Recommendation : Leave alone, obviously

	tbctray.exe
	Turtle Beach Sound Card Utility
	A program that gets installed into your Tray when you install a Voyetra Turtle Beach sound card.  This programs is not vital and all its features can be accessed through the Control Panel. Recommendation :Disable or Delete using Startup Manager

	TiVoBeacon.exe
	 
	 

	TiVoServer.exe
	 
	 

	TiVoTransfer.exe
	 
	 

	tlntsrv.exe
	Telenet server - very risky
	 

	tlntsvr.exe
	Telnet Server
	 

	type32.exe
	Microsoft Office Keyboard
	Background task which is installed as part of the Intellitype software which comes with the Microsoft Office Keyboard.  The Microsoft Office Keyboard enables you to program specific keys to perform specific functions, and TYPE32 needs to be running in the background for the keys you have re-programmed to work exactly as you intended them to. Recommendation : Absolutely necessary if you use the Hot Keys.  If you do not, then you can disable TYPE32 with Startup Manager.

	wanmpsvc.exe
	AOL Wide Area Network Miniport Service
	Irrelevant to the VAST majority of AOL users, if not all of them. Some users, however, have reported errors with this service. We advise therefore that you go into "Control Panel \ Administrative Tools \ Services" and set this service to Manual. 

	wcescomm.exe
	Windows CE ActiveSync communications
	 

	wdfmgr.exe
	part of Microsoft Windows media player 10 and above. This process decreases cmopatability problems whilst the product is in use. This program is non-essential process to the running of the system, but should not be terminated unless suspected to be causing problems.
	 

	winlogon.exe
	Windows NT4/2000/XP only.  This process manages users' logons and logoffs on your PC/Server.  The window which pops up and prompts you for your username and password, or which allows you to logoff or shutdown, is the WINLOGON process. Recommendation : 
	An integral part of the operating system, leave alone

	WinVNC.exe
	Virtual Network Computing
	YES

	wowexec.exe
	When you start a 16-bit program on a computer running Windows NT, the Ntvdm.exe and Wowexec.exe processes start. After you quit the 16-bit program, the Ntvdm.exe and Wowexec.exe processes remain in memory. MORE INFORMATION This behavior is a design feature of Windows NT. The Ntvdm.exe and Wowexec.exe processes remain in memory in case you start another 16-bit program. Leaving the Windows-On-Windows (WOW) environment (which consists of the Ntvdm.exe and Wowexec.exe processes) in memory improves performance.  The WOW environment is not loaded when you start Windows NT. It is loaded when you first start a 16-bit program. 
	 

	wscntfy.exe
	Windows Security Center, introduced in Service Pack 2. It displays a tray icon indicating the status of updates, virus protection, and firewall. 
	 

	wsup.exe
	Nightmarish set of tasks and services which form part of a Trojan horse virus which has been infecting large amounts of users since May 2004.
	 

	WTLPVSApp.exe
	 
	 

	wtoolsa.exe
	WinTools appears to be a variant of Huntbar. It is very persistent and extremely difficult to remove. It creates its own folder under Program Files/Common Files called WinTools. All of its files appear to be contained within this folder.
	 

	wtoolss.exe
	Spyware
	 

	wuauclt.exe
	Microsoft Windoows Auto Update Service
	An integral part of the Windows Operating System - leave alone

	zremote
	Driver for SnapStream remote control
	YES


